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1. Overview

The DoW describes this deliverable as:

D5.1) Trials Scenarios: This deliverable will provide definition and design of realistic and detailed test
case scenarios based onthe End-Userpar t ner s6 experience. This deliwv
confirmation stating that the locations are made inaccessible to the general public [month 20].

The aim of this document is to provide the description of related to petty crime scenarios to be used for
the demonstration and evaluation of P-REACT technological solutions during the project final trials that
will take place in Athens and Bologna, respectively. Along with the scenariosddescription this document
provides a detailed plan for the realisation of the final trials including Technological, Legal and

Operational Constraints.
The rest of the document is composed by the following sections:

i Section 2 Trials Plan: In this section, we provide the management structures for the

implementation of the trials along with responsibilities and assessment of possible risks.

9 Section 3 Scenarios: In this section, we provide related scenarios associated with event lists to
provide a better understanding on P-REACT reactions to external events for the end-users and
evaluators.

1 Section 4 Execution: In this section, we provide details on the trial areas, the trials roadmap with
associated tasks and identified constraints.

9 Section 5 Evaluation: In this section, we provide an overview on the evaluation frameworks and

the adopted one for the evaluation of the trials.

9 Section 6 Conclusion: In this section, we conclude the document with reference to future work

related to the assessment of the evaluation results.
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2. TrialsPlan

Deliverable 5.1 describes trial scenarios, outlines the constraints related and maps out a plan for the
trials preparation and execution. We have based this work on previous experiences in other FP7
projects, as well as, best practices in systems engineering.

According to system design there are generally four types of system tests [1]. Type 1 testing relates to
early stage design while Type 2 testing is related to development of the system prototype and its
components. Type 3 testing has to do with formal tests and demonstrations of post system prototype
development. Type 3 testing requires that the system will be tested and evaluated in near to operational
environment and conditions. Type 4 testing relates to continuous system testing after the actual

deployment for further improvements.

In the P-REACT case, the planned trials fall into Type 3 testing, as we will test the system prototype
towards real life operational conditions. In terms of Technology Readiness Level (TRL), P-REACT can

be regarded as a TRL-6 level prototype after post successful trial completion.

This plan sets in place the basic rules for conducting the trials, defines the management structure, the
part nes, and possible ksks and provides key selected scenarios under which the system will be
tested. Evaluation and reporting are also major parts of the trials. In this deliverable, we will discuss the
selected evaluation framework to be used, and will define user evaluation criteria. However, reporting

will be documented in D5.2, after we finish the trialsand collectu s er s 6 f eedback.

We need also to clarify that the trials plan is dealing only with the final project trials and not for any
intermediate lab testing phase, which is part of the project integration efforts in WP4.

2.1. Management

In this section we provide the main management structure for the trials along with the associated roles

of project key persons (Figure 1).
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Project
Coordinator

Technical Dissemination Exploitation
Coordinator Manager Manager

Site Manager
Bologna
(SRM)

Site Manager Athens
(KEMEA)

Figurell Trialananagemestheme

2.2. Roles and Tasks

Project Coordinator (VICOM): Responsible for the overall management of the project and the main

Point of Contact for conflict resolution.

Technical Coordinator (KINESENSE): Responsible for all technical issues regarding the trials with the
support of WP 2, 3, 4 and 5 Leaders. In addition, the Technical Coordinator has to make sure that any

technical issues will be properly addressed prior to the pilots.
Dissemination Manager (KEMEA): Responsible for:
1 Production of promotional materials before the trials
1 Production of promotional materials after the trials

Exploitation Manager (KINESENSE): Coordinating the setup of an exhibition area in each one of the

trial sites for exploitation purposes.
Site Managers (KEMEA, SRM): Responsible for the following tasks in Greece and Italy, respectively:
1 Availability of trial sites

1 Availability of the required telecommunications infrastructure based on technical Coordinator
instructions

1 Availability of venue for setting up the P-REACT control room and hosting project and external
participants

9 Logistics support

Page8 November 201
ConfidentialifyU



B Project Phase

Petty cRiminality diminution through sEarch and Analysis in multi- R
P-REACT source video Capturing and archiving plaTform WPS T Trials and End-User Feedback

1 Ensure that pilot sites are inaccessible to public

1 Invite stakeholders and EUAB members for the final trials. Any expenses for invitees will be
covered by KEMEA and SRM, respectively within the allocated project budget

2.3. Risks and Mitigation

In this section, we provide a list of identified risks and mitigation actions (Table 1).

Embedded systems should be
able to operate under winter
time conditions (water proof
resistance).
The test and validation of P-
REACT is planned to take place
in two locations, one in Athens
and one in Bologna. KEMEA
can offer as a back-up option
Non availability of a trial site (Athens, the Hellenic Police Training and
Bologna) ; : Demo Centre (previous
Medium | High installation of the Olympic 2004
shooting centre) and needed
resources for the execution of a
final trial in a controlled
environment.
The consortium so far has
developed strong links with the
end-user community including

Weather Conditions not appropriate
for external trials due to winter|High High
conditions, especially in case of rain.

Police, private security
S . companies, commerce
Low participation of end-users during Low Medium champers transportation

the trials for final evaluation.
sector, small shop owner etc.

We anticipate large participation
at least from key stakeholders
that are part of the P-REACT
EUAB.

The project solutions are
related to existihng CCTV
systems in private areas.
Surveillance in private space is
High High permitted by both the Italian
and Greek legislation. However,
to avoid any implications the
trials will be conducted in areas
not accessible to public.

The consortium will ensure that
adequate network resources
Network speed might not be enough exist at the trial sites and will
(upstream DSL connections might not | Low Medium evaluate possibility for a backup
provide sufficient speed) option based on 3G/4G network
infrastructure both available in
Athens and Bologna.

Social concerns related to CCTV
systems
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Network can also be down for a period
of time

Video files can be stored locally

Low Medium (encrypted),

Risks and mitigation plan

2.4. Milestones

The list of milestones is described below in Table 2.

Submission of final scenarios

T™M1 Finalisation of trial scenarios M20
as part of D5.1.
Submission of data privacy and
T™M2 Data Privacy and Ethical issues M20 ethical requirements as part of
D5.1.
Testing of video streaming and cloud Technical tests _in KEMEA
T™M3 M21 (December 2015) prior to

infrastructure ) ;
internal trials

-A newsletter is released

T™M4 End-user participation M21 -Invitations are prepared and
sent to end-users

Tests in actual trial sites. P-

™5 Internal Trials M22 REACT operates as expected.

TM6 Final trial in Athens M23 S_uccessful completion of the
trial as planned.

T™M7 Final trial in Bologna M24 Successful completion of the

trial as planned.

List of milestones

3. Scenarios

In this section, we provide a short description of two representative petty crime scenarios. These
scenarios will be the means to better explain and illustrate P-REACT innovative solutions to end users
that will be invited to attend the final trials and participate in the evaluation process. Therefore, the

scenarios should be simple and easy to grasp by the end users.

WP2 undertook an analysis of petty crimes, their frequency and types. Please see D2.1 [2] for further
information. Therefore, the consortium decided to focus on a number of crime types based on the work
conducted in D2.1.

The Athens scenario will demonstrate break-in and assault, as two of the prominent issues identified by
retailers. The trials will take place in a small shop and a gas station. As of the time of writing, 2,595

thefts in shops and gas stations were reported in the first semester of 2015 in Athens [3].

The Bologna scenario focuses on detecting petty crimes outlined as prevalent by the transportation
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sector. The focus here will be on detecting vandalism, graffiti, anti-social behaviour and bag snatching
against the people waiting in bus stations.

An associated event list is also provided along with the scenarios for better illustration of P-REACT
operational concept and technological solutions.

3.1. Small Shop and Gas Station Scenario

AHappy Coffeeo is a smal/l coffee shop in thaeang
T P '

working hours the coffee shop is full of people relaxing.
However, when the market is closed, the area is vacant.
Happy Coffee has been broken in to a number of times in
the past. The owner has decided to deploy the P-REACT \
system where detected events are reported to P-REACT S k

control room and alerts sent to Police.

Late afternoon around 7 p.m., the shop is closed. A motorcycle with two people arrives outside of the
shop. One passenger gets off while the driver waits. The culprit breaks the window (Al) with a heavy
screwdriver, enters in the coffee shop and removes the cash drawer. The P-REACT system detects the
unauthorized intrusion using audio analytics that detect the breaking glass, and video analytics (A2) for
motion detection/perimeter intrusion in the closed shop. Immediately after the detection of the event,
already buffered video content from P-REACT cameras, is transmitted to the P-REACT cloud
infrastructure to assist post-investigation of the incident (A3). An alarm is initiated to P-REACT
monitoring system (A4). After the event is verified by the Control Room operators, the alert is
transmitted to Police (A5) while P-REACT actively transmits video clips. As a result of the alert, the
neighboring CCTV cameras covering the area outside of the coffee shop are activated for motion
detection and transmit clips of interest to the control room. (A6). The culprit, however, jumps onto the

motorcycle and the two suspects make off at high speed.

The two thieves have not finished yet their criminal activity. Next target is a nearby Gas Station that has
been held up a few times in the past. The owner of the Gas station has signed up to the P-REACT
system. The criminals arrive at the gas station and ask from the owner to fuel the motorbike. One of
them walks inside the station shop pretending to pay for the petrol. When he approaches the cashier he
bends over the counter and tries to remove the cash. The cashier is trying to push back the thief and
screams. The event is detected by both audio (screaming) (A7) and video analytics (fighting) (A8). Like
earlier, already buffered material, preceding the event, is transmitted to the cloud. Activated cameras of
the gas station transmit captured clips to the P-REACT data centre (A9). The triggering of the alarm
initiates a notification to the P-REACT control room (A10) and it is propagated to Police (A1l) while
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surrounding systems are automatically alerted. The thief, however, gets the money from the till and joins
his companion outside and departs. At this stage the Police after having received the alerts from both
the coffee shop and the petrol station have sent a patrol car while on their way they receive description

of the suspectsdé vehicle and clothing as well as

@ Coffee Shop+ 7

(-} i

o

Figure21 Escape route

The event list related to Athens scenarios is presented below in Table 3.

P-REACT Definition

Success

¢ Technical requirements

Event Short Description Constraints

Responsiveness

Al Window breaks Audio algorithm A clip is generated | Need to confirm
detection; 'Breaking of the suspect microphone placement to
glass" entering the shop | ensure detection of

breaking glass.

A2 Perimeter Intrusion Video algorithms A clip is generated | Lighting and camera
detection: 'Motion which contains the | placement requirements
detection’ thief entering the | need to be determined.

shop Also need to see if the
same sensor be used for
Al and A2.

A3 Video camera recording Video clips are sent to Clips from Al & A2
data centre are displayed in the

control room GUI

A4 Alarm initiation Alarm is shown in P- Alert appears in on

REACT control room alert list and sensor
icon changes
colour

A5 Monitoring Personnel review Reviewing of alerts in the |Monitoring

alarm GUI personnel clicks on
link to review clip(s)
which he can
playback. The
Monitoring
Personnel can also
watch live stream
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from that camera.
A6 Situational awareness from The initialisation of alerts [Neighbouring Neighbouring camerasd
neighboring camera's on t he shopo6camerasétostart |need to be configured to
trigger the outside sending clips start sending clips based

neighbouring c
start sending clips based
on motion detection.

on motion.

the alarm

GUI

personnel clicks on
link to review clip(s)
which he can
playback. The
Monitoring
Personnel can also
view live stream
from that camera.

A7 The clerk screams Audio algorithms A clip is generated | Distance: The
detection; screaming which highlights the| microphone needs to be
thief at the cashier | placed to detect the
screaming needs to be
confirmed
A8 The clerk pushes back the thief | Video algorithms Video algorithms | Lighting and camera
detection detect the action placement requirements
for fighting need to be
determined. Also need to
see if the same sensor
be used for A7 and A8.
A9 Video camera recording Video clips are sent to Clips from A7 & A8
data centre are displayed in the
control room GUI
A10 | Alarm initiation Alarm is shown in P- Alert appears in on
REACT control room alert list and sensor
icon changes
colour
All | Monitoring Personnel reviews | Reviewing of alerts in the |Monitoring

AthensScenario$ Event List

Below we provide few screenshots of the PREACT GUI. Figure 3 shows an overall view of locations

where P-REACT systems are installed; on the bottom left a street view of the selected location is

shown. The status of each embedded system is indicated based on a colouring scheme where green

icons represent that the ES is online, red icons indicate alarms, and finally grey icons indicate a lost

connection to the system.

Pagel3

ConfidentialifyU

November 201




BEB ProjeCt Fhase

Petty cRiminality diminution through sEarch and Analysis in multi- B
P-REACT source video Capturing and archiving plaTform WPS T Trials and End-User Feedback

* Greenland _ 7.0

yre
, lceland

€
2

v IR T i
. W United States bt
A c | ks w0 5

koA - - e North

Az | Nm 0K an STl Atlantic

™ s sl
- &= ALl Ga ‘\A‘ Ocean
1 Ce "
P e
- Gulfof

L Mexico | Mexieo
X ‘Cuba.
Lo NP - | Puertonieo
-

Guatemala
B

K o
ﬂ{s.y ofBengal

Laccadive Sea.

Indian
Ocean

Figure3T P-REACT GUI map view

Upon the detection of abnormal activity, the P-REACT interface instantly generates an event. On the
right hand side of Figure 4 the operator is capable of viewing event alarms as these occur. The
Embedded system will change colour to red if an event alarm has been generated from this embedded

system and be clearly visible on the GUI map.
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Figure41 P-REACT GUI triggered embedded system with alerts bar
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To review an event, the control room operator can click on the alert and a panel with more details about
the event is displayed, side by side to the street view map. The operator can then click to review the
event clip and review a live stream from that camera. (Figure 5). Finally, Figure 6 shows a snapshot of
the interface when multiple events occur at different locations.
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Figure61 Multiple events occurred at different locations as presented in the PREACT GUI
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3.2. Transportation Sector Scenarios

Despite fencings and other security solutions already
in place to prevent accessing the depot areas, PTU
suffers intrusions from mainly youngsters who
vandalize the parked vehicles (often by writing and
painting the exterior of the buses). Vandalism can
represents a considerable loss to the company over a

period of time and the cost for removing graffiti from
buses is considerable. For this reason, PTU has decided to install the P-REACT system to detect graffiti
and automatically alert security personnel, in the depot area. One afternoon, an unknown person jumps
over the PTU fence and heads towards the bus depot. The intruder starts to spray the exterior of a
parked bus. The P-REACT system uses video analytics especially developed to detect graffiti (B1). The
system starts uploading video clips (B2) initiating a response in the P-REACT control room (B3) and

alerting the security personnel. As a result the intruder is detained and delivered to Police.

PTU, however, is facing even a bigger security challenge. Passengers have recently become victims of
both physical attacks and bag snatching while waiting at bus stops. Indeed, Police records show that

there have been several attacks by small groups against passengers at bus stops in the city.

In the light of latest complaints, PTU have installed P-REACT l

cameras at bus stops, in the city suburban area, where several

attacks were recently reported. In the first week of P-REACT [
operation, the system detects a security incident involving §
aggressive behaviour by a small gang against a passenger
waiting in a bus stop. The gangs start insulting a young person
waiting at the bus stations who is trying to escape. Video
analytics detect the event (B4) and video clips are uploaded to
P-REACT data centre (B5). An alarm is initiated to P-REACT control room (B6).

In another occasion, the same gang is involved in bag snatching of another young person. P-REACT
video analytics detect the event (B7) and video clips are uploaded to P-REACT data centre (B8). An
alarm is initiated to P-REACT control room (B9). Police has now access to digital forensics based on P-

REACT video clips stored in P-REACT data centre and manages to solve the case.

The event list related to Bologna scenarios is presented below in Table 4.
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Project

Petty cRiminality diminution through sEarch and Analysis in multi-

Phase

WP5 i Trials and End-User Feedback

P-REACT source video Capturing and archiving plaTform
Bl Graffiti detection Video algorithms detection; |A clip is generated | The lighting and camera
Graffiti which shows the placement requirements
intruder(s)spray for graffiti detection need
painting to be determined based on
where the bus will be
parked
B2 Video camera recording | Video clips are sentto data  |Video clips
centre successfully
uploaded to data
centre
B3 Alarm initiation Alarm is shown in P-REACT |Alert appears in on
control room alert list and sensor
icon changes
colour.
B4 Anti-social behavior Video algorithms detection; |A clip is generated | Lighting and camera
fighting which highlights the| placement requirements
group and victim at | need to be determined
the bus stop
B5 Video camera recording | Video clips are sentto data  |Video clips
centre successfully
uploaded to data
centre
B6 Alarm initiation Alarm is shown in P-REACT |Alert appears in on
control room alert list and sensor
icon changes
colour.
B7 Bag snatching Video algorithms detection; |Video algorithms | Lighting and camera
Bag snatching detect the event placement requirements
need to be determined
B8 Video camera recording | Video clips are sentto data  |Video clips
centre successfully
uploaded to data
centre
B9 Alarm initiation Alarm is shown in P-REACT  |Alert appears in on
control room alert list and sensor
icon changes
colour.

Bologna ScenaridsEvent List

4. Execution

In this Section, we provide in more detail about the two trial locations (Athens, Bologna). These
locations will be inaccessible to the public during the internal and final trials. The trial roadmap provides
time details, actions to be taken, and responsibilities allocation to project partners. We also describe the

trial process and the legal and technological constraints.
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B Project Phase

Petty cRiminality diminution through sEarch and Analysis in multi- R
P-REACT source video Capturing and archiving plaTform WPS T Trials and End-User Feedback

4.1. Athens, Greece

The Athens trial will take place in two different locations.

The first one, a small coffee shop, is located inside the

campus of the Ministry of Citizen Protection, in the urban

area of the city of Athens. KEMEA offices and control

room are located in the same campus. The second

location used for simulating the gas station theft is inside

another Police campus few kilometres from KEMEA. We

have already coordinated with the Hellenic Police and permission was given in order to use the Police
gas station in all phases of the trial.

The invited experts and project partners will be accommodated in the KEMEA control room, which has
all required infrastructure and IT services for the trial execution including a pair of projectors, video wall
screens, white boards, large size touch screen etc. The control room set up and utilities fully supports all

trial phases.

KEMEA control room

In relation to external experts the consortium will invite stakeholders from those organisations that are
part of the P-REACT End-user Advisory Board including security companies, Police departments, shop

owners associations, representatives from Municipalities etc.

A tentative list of external experts from various business areas related to petty crime is shown in Table
5.

ENLETS EU Policeatwork EU
Hellenic Police Public Sector Athens
Athens

Trainose S.A, Greed Public Railway company
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